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ASMGI s ....

... a full-stack technology
provider headquartered in
Cleveland, Ohio.

e |T Services
 GRC/ Security Services
e SDLC Services

e Strategic Technology
Partners
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| am excited about today’s webinar for 3 Reasons ...

1. Forescout is a great partner!

2. Content is incredibly relevant and timely

3. Synergies in thinking and approach
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Holistic Security is all about ...

1. Identify risks in terms the business
understands

2. Leverage frameworks to evaluate yourself and
prioritize mitigation strategy

3. Architect an ecosystem = Orchestration &
Automation




Risk Assessment with Financial Quantification

NEXT LEVEL OF CYBER RISK
MATURITY

Risk Assessment Y TheStory Financial Quantification

by Financials

. yber A

Basic CIS Controls — Tested Cyber Attack
#1 Inventory and Control of Hardware Assets —

62%

) Determination of Cyber Event

#2 Inventory and Control of Software Assets —_— - Replacement or Upgrade of Faulty Controls

i $0 > $12M

$0 > $85M

#3 Continuous Vulnerability Management e —— 66" $800K Security Forensics

“ $400K Data Restoration $120K Hardware Replacement

$150K Financial Forensics $SSK  Awareness Training
Additional Staffing

#4 Controlled Use of Administrative Privileges $soK ! ang

62%
#5 Secure Configuration for Hardware and Software -
on Mobile Devices, Laptops, Workstations and Servers 629% Data Breach Business lnterruption
#6 Maintenance, Monitoring and Analysis of Audit Logs

3

. . Review of Legal & Regulatory Action - Loss of Gross Profit
Foundation Controls
$0 $6.5M $0 $105M

#7 Email and Web Browser Protections = $60K Compliance Prep Work $900K per day Lost Revenue

o2 $15K  Legal Counseling Analyzed theee different portals

Largest expected loss from streaming device

#8 Malware Defenses
- Notification, Credit Monitoring, Credit Restoration

$0 saaM . Continuing Costs

$400K Credit Restoration $0 $3.5M

#9 Limitation and Control of Network Ports, Protocols
and Servers 22
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Leverage CIS Controls —> What are they

SANS
@ CIS Controls” NS @ bl \/ 7

CIS Critical Securit

Basic Foundational Organizational

Inventory and Control
of Hardware Assets

7 Email and Web Boundary Defense
Browser Protections

17 Implement a Security
Awareness and Training
Program

18 Application Software
Security

Inventory and Control
of Software Assets

8 Malware Defenses Data Protection

Continuous
Vulnerability
Management

9 Limitation and Control Controlled Access
of Network Ports, Based on the Need
Protocols, and Services to Know

19 Inddent Response
and Management

Controlled Use
of Administrative
Privileges

20 Penetration Tests and

Data Recovery Wireless Access
Red Team Exercises

Capabilities Control

Secure Configuration Account Monitoring
for Network Devices, and Control

such as Firewalls,
Routers and Switches

Secure Configuration for
Hardware and Software on
Mobile Devices, Laptops,
Workstations and Servers

LR R Y

Maintenance,
Monitoring and
Analysis of Audit
Logs

P T T




CIS Control 1:

Inventory and Control of Hardware Assets

Actively manage (inventory, track, and correct) all hardware devices on the network so
that only authorized devices are given access, and unauthorized and unmanaged

devices are found and prevented from gaining access.

Sub-Controls for CIS Control 1

< » ASMGi

CIS Control 1: Inventory and Control of Hardware Assets

Sub- Asset Security Control Control Implementation
Control Type Function Title Descriptions Groups
1 2 3
11 Devices Identify Utilize an Active Utilize an active discovery tool to identify devices
Discovery Tool connected to the organization’s network and . .
update the hardware asset inventory.
1.2 Devices Identify Use a Passive Asset Utilize a passive discovery tool to identify devices
Discovery Tool connected to the organization’s network and
automatically update the organization’s hardware .
asset inventory.
13 Devices Identify Use DHCP Logging to Use Dynamic Host Configuration Protocol
Update Asset Inventory ~ (DHCP) logging on all DHCP servers or IP address
manag 1t tools to update the organization’s . .
hard assetir Y.
14 Devices Identify Maintain Detailed Asset  Maintain an accurate and up-to-date inventory
Inventory of all technology assets with the potential to
store or process information. This inventory shall . . .
include all assets, whether connected to the
organization’s network or not.
15 Devices Identify Maintain Asset Inventory  Ensure that the hardware asset ir y records
Information the network address, hardware address, machine
name, data asset owner, and department for each . .
asset and whether the hardware asset has been
approved to connect to the network.
16 Devices Respond  Address Unauthorized Ensure that unauthorized assets are either
Assets removed from the network, quarantined or the . . .
inventory is updated in a timely manner.
17 Devices Protect Deploy Port Level Access  Utilize port level access control, following
Control 802.1x standards, to control which devices can
authenticate to the network. The authentication
system shall be tied into the hardware asset . .
inventory data to ensure only authorized devices
can connect to the network.
18 Devices Protect Utilize Client Certificates  Use client certificates to authenticate hardware

to Authenticate
Hardware Assets

assets connecting to the organization’s trusted
network.
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Saying at ASMGi ...

Action = Results
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Upgraded to Saying 2.0 ...

Orchestrated Action = Great Results!
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THE EVOLUTION OF
CYBER WARFARE...

Defending against persistent and ever-
evolving threats

Tamer Baker
Principal Systems Engineer of Americas



A Word About Me

Tamer Baker
Principal Systems Engineer of Americas and Global Public Sector

Responsible for designing customized security solutions for
Healthcare, Financial, Education, Commercial and Public
Sector customers.

Forescout SE for 5+ years
Forescout customer for several years prior

Specializing in Compliance/Audits/Security Frameworks

<) FORESCOUT

A Global Security Leader

Network Architect and Security Advisor

10+ Years Security and Network experience
Forescout customer for years prior to joining
Forescout

Strong Expertise

Healthcare =  QOperations
Government = Military
= Compliance
= Security
Frameworks

= Audits/Inspections

<) FORESCOUT | 12



Security Challenges...and lots of motivation for Bad Actors

Expanding Attack Surface Well-Established Cyber-Crime Economy
= 50¢ to 20¢
[;I;;] @ 83 I:l (@o \ / @ Credit Card Number, Email Accounts (per 100)
Endpoint Network Cloud and Users Mobile Devices loT

Saas $7 to $8
- Q Cloud Accounts

Motivated and Well-Funded Threat Actors

= 6 EE E D Modern Threat

Up to $50

Per Healthcare Record

* I

Landscape Up to $3,500
Malicious Terrorists Organized Hacktivist Nation @ _ Custom Malware
Insider Crime States *
Up to $1,000/day

Creative and Sophisticated Attacks DDosS Attack

T‘F o= %‘&% S @
Spearfishing Custom Zero-Day Social Physical

Malware Exploits Engineering Compromise
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Security Challenges

Top 10

vulnerabilities exploited are
more than a year old

Source: HP Security Research. Cyber
Security 2016; page 32

<) FORESCOUT. | 14



Three Trends That Make Your Next Breach Inevitable

Cloud Adoption Creates
New Challenges

Growth of Devices &
Platform Diversity

DATA CENTER
» ~ CLOUD
0 BE 26 28
] Al VIRTUAL SERVERS
SERVERS

Ass :

Tizen -~ fitbit “ [—]
- - D P SHAMENS P
X005 e O weep Son | T =
DESKTOP LAPTOP MOBILE

<lInnumerable device-specific operating systems (OS) <)Multiple Device Locations and Access Points

<ICannot get agents onto new devices <)Heterogeneous Environment with Multiple Vendors

<)Cannot write agent-based software for every OS <)De-centralized Management

Gartner 2018 — 30 Billion Device by 2020

OT Convergence With IT
Heightens Risk

INFORMATION OPERATIONAL
TECHNOLOGY TECHNOLOGY

CORPORATE HQ

» <

[ HH i

+ INDUSTRIAL CONTROL
SYSTEMS

+ CRITICAL
INFRASTRUCTURE

<)OT networks are no longer physically separated
<)Threats moving between cyber & physical dimensions

<)Assets are highly vulnerable & rarely can be patched

<)FORESCOUT. | 15



Device Visibility and Control:
It's Everyone’s Problem, and It's Getting Worse

‘By 2023, the average
ClO will be responsible for
more than 3x endpoints
they manage in 2018’

- Gartner

) ST

WannaCry

NotPetya o
$10B+ in losses -

I [l
AP "y o el 3%
R Bt
: 3 . e

L

Today
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Consequences of Inadequate Visibility

) i
80 A) of successful attacks leverage well-known vulnerabilities - carner securiy and risk

Management Summit

990/0 of exploits will continue to be from known vulnerabilities up to one year
through 2020 coer

TOp 10 exploited vulnerabilities are more than a year old sy sesses

66% of networks will experience an Internet of Things based breach by 2018 -

IDC

80% of all endpoints connected to the network will not support agent based
technologies by 2020 cartner

17



Distribution of corporate assets

Threat Landscape

Distributed \m Trojan

. AL Horse
Denial of service

Web threats

‘Web threats

Cross Password
Site scripting Adware & config Denial of service SOCI‘a| .
@ engineering Impersonation
Distributed (= Mobile % S Phishing
Denial of service h U hacklngu hi )
- acking \ero da Phishing ‘I’ Attack
Terrorism ® pyware 3y Attack Hactivism 425
PExploits Y
?ﬁl;/:antze Pirilst\ent Botnets &g Terrorism % Malicious
b Passwqrd @ Insider
. . - & config Distributed (&=
= saL Terrorism  ® yay Denial of service
Terrorism *+ Injecee Botnets &g Impersonation
Advance Persistent
@ Threats ,%?\ Password i Malicious
istri ; i & confi Socia ‘ Insider
Distributed Trojan &) & engineer&gl

Denial of service Horse
Advance Persistent

N
Threats é\ﬁ\ ”
@ Web threats Ay % : Vero day
/ Malware w . : .
pyware xploits

Network

Device

Adware ) Phishing
) Botnets w Attack

Distributed @

Hactivism i'k PhIShlng
Impersonatlon Affack

Application User

Advance Persistent

Threats ,L—~
X

Advance Persistent

Threats ,‘%ﬁ\

F(JQ@SRUT



Major Trends in the Security Vendor Landscape

M ohtnpkmtikielscarn itistixislipitugii ot

EPP
\/ Symantec

KASPERSKY: S AVG
SOPHOS @TREND

intel). Security @. :
= FDR |
& Microso Firewall
BitO+ &5n | Check Point
bytes olllolll.
cisco JUNIPEL
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What this means for you and your teams

Gasewne Malware
Configurations
VA Scans EPP
Patches Inventory
802 1x Nothing

Correlates!

) FORESCOUT | 20






WE THINK WE H
COVERED BUT.....

<)FORESCOUT 22



Inadequate Risk Mitigation Leads to Security Breaches

=t
Incomplete
Discovery
0 (=

Agent based solutions
are blind to unmanaged
devices and periodic
security processes leave
large windows of threat
exposure.

No Classification
& Segmentation

e

You are at risk, if you
don’t classify, segment
and put appropriate
network access controls
around BYOD, IOT and
Rogue devices.

No Remedial Actions
for Broken Systems

Many security tools lack
remediation capabilities
for systems with missing,
broken or misconfigured
agents.

Configuration,
Vulnerability &

Risk Assessment
Done

You think you are
compliant, but....

<) FORESCOUT. | 23






What happens when you don’t have 100% visibility?

D
D
D
<D
D
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S0...HOW DO WE

<)FORESCOUT 26



Leverage Industry Security Frameworks

Adaptive Attack Protection Gartner_

Common Themes Across all Frameworks

<) Know all your connected devices and their
security posture, trust nothing

<) Continuously discover, monitor, assess and
prioritize risk

<) Use analytics, automation, and
orchestration to rapidly prevent, detect,
prioritize, and respond to threats

<) Architect security as an integrated,
adaptive, programmable system

Credit: N. Hanacek/NIST

HITRUST

Health Information Trust Alliance -
HITRUST CSF®, a certifiable
framework that provides
organizations with a
comprehensive, flexible and
efficient approach to regulatory
compliance and risk management.
https://hitrustalliance.net/

https://www.sans.org/critical-security-controls

<) FORESCOUT.



Automated Compliance Management; Leverage Industry Security

CIS Critical Security Controls

@ CIS Controls”

H

Basic

Frameworks

Foundational

Center for
Internet Security”’

1 Inventory and Control
of Hardware Assets

Inventory and Control
of Software Assets

Continuous
Vulnerability
Management

Controlled Use
of Administrative
Privileges

7 Email and Web

Browser Protections

Malware Defenses

Limitation and Control
of Network Ports,
Protocols, and Services

Data Recovery
Capabilities

12 Boundary Defense

13 Data Protection

14 Controlled Access
Based on the Need
to Know

15 Wireless Access
Control

P Y

Secure Configuration for
Hardware and Software on
Mobile Devices, Laptops,
Workstations and Servers

Secure Configuration
for Network Devices,

such as Firewalls,
Routers and Switches

Maintenance,
Monitoring and
Analysis of Audit
Logs

16 Account Monitoring

and Control

https://www.sans.org/critical-security-controls

v/

Organizational

17 Implement a Security
Awareness and Training
Program

18 Application Software
Security

19 Inddent Response
and Management

20 Penetration Tests and
Red Team Exercises

<)FORESCOUT | 23



Visibility and Control Across the Extended Enterprise

Leverage the same technology, people and processes across the extended enterprise

e fpE B O &

Campus loT Data Center Cloud Operational Technology

=T e I = qgee G AR
i B CH d B
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Visibility at the Network Level UPON Connection

AD / LDAP / Radius /
DHCP

<)FORESCOUT. | 30



Automate Response

Less Privileged .

Access ;
~G§FneEye S
ATD ) s g » Quarantine
I3 Check Point :
PAM & CYBERARK'
NOTIFY
c]m!x' @) Mobilelron
EMM N
vmware - EEE.
A % )
DFireEys N, UMcfee COMPLY
@Symantec. Carbon Black.
servicenow
G omsran RESTRICT
Guest  \
— Network
SIEM HewletPackard  TEEE  splunk>
nterprise :
S— » Data Center

Corporate
Network
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ITSM NGFW EDR SIEM VM =Y
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Orchestrate and Automate

Vulnerabilit{//A) Enterprise Mobile Next Generation Network Access

Assessment (

Management (EMM) Firewall (NGFW) Control (NAC)

Client Management Advanced Threat

Tools (CMT) % @ Detection (ATD)

Pivleged Accsee . Hgnd reds of Products Endpaint Detection,
 Different Interfaces

» Specialized Interests Security Information &
(EPP) Event Mgmt (SIEM)

Enterprise Mobile IT Service
Management (EMM) Management (ITSM)

Make Your Security Tools Smarter and Work as a Team

<) FORESCOUT.



Communication between tools build higher walls!

</ FORESCOUT. | 34



Forescout Vision

Data mma] o‘@o
Center oT

i

Campus % (Q Cloud

Vendor + Vendor = Visibility is foundational Consistent people,
better security and processes and technology
maximized investments across all vectors
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Forescout. The Leader in Device Visibility and Control

<)FORESCOUT 36
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800 Superior Ave E, Ste 1050
Cleveland, OH 44114

I Phone: 216.255.3040
h a n k YO u Fax: 216.274.9647

Email: info@asmgi.com

www.asmgi.com



