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Stats are staggering … Phishing is not 
slowing down anytime soon

2019	State	of	the	Phish:	From	over	15,000	InfoSec	professionals	surveyed	…	
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How relevant is Security Awareness 
Training ?
Compliance:	
	
PCI-DSS:		12.6	Implement	a	formal	security	awareness	
program	to	make	all	employees	aware	of	the	
importance	of	cardholder	data	security.	
	
HIPAA:	164.308	(a)(5)(i)	–	Implement	a	security	
awareness	and	training	program	for	all	members	of	its	
workforce	(including	management).	
	
CobiT:	PO7.4	Personnel	Training	–	Provide	IT	
employees	with	appropriate	orientaIon	when	hired	
and	ongoing	training	to	maintain	their	knowledge,	
skills,	abiliIes,	internal	controls	and	security	awareness	
at	the	level	required	to	achieve	organizaIonal	goals.		
	

Frameworks:	
	
NIST:		NIST	SP	800-50,	Building	an	InformaIon	
Technology	Security	Awareness	and	Training	Program	/	
NIST	SP	800-53,	AT	1-5:	Security	Awareness	and	
Training	Policy	and	Procedures,	Security	Awareness	
Training	…	
	
ISO/IEC	27001,	2:	8.2.2	–	All	employees	of	the	
organizaIon	and,	where	relevant,	contractors	and	third	
party	users	should	receive	appropriate	awareness	
training	and	regular	updates	in	organizaIonal	policies	
and	procedures,	as	relevant	for	their	job	funcIon.	
	
CIS:	OrganizaIonal	Controls:	CIS	17	–Implement	a	
Security	Awareness	and	Training	Program	
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A Holistic Approach to Cyber Security

Total	SoluPon		=	3	Pillars	
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Building a Security Awareness 
Program
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KnowBe4 Product Suite to Manage Security and Compliance Issues 

Free Tools 
 

Learn how you can identify 
potential vulnerabilities in your 
organization and stay on top 

of your defense-in-depth plan. 

KCM GRC Platform 
 

Find out how you can 
efficiently and effectively 

manage risk and compliance 
and get insight into gaps in 

your security plan. 

PhishER 
 

Learn how you can identify 
and respond to reported email 

threats faster and automate 
your email incident response 

plan. 

Security Awareness 
Training Platform 

 
Discover how you can enable 

your employees to make 
smarter security decisions 
with training and simulated 

social engineering. 
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Executing the plan …
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Executing the plan …
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Results…
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KnowBe4 Mission 
Enable your employees to make smarter 
security decisions, every day 



27,000 
Over 

Customers 
•  The world’s largest integrated Security Awareness Training 

and Simulated Phishing platform  

•  Based in Tampa Bay, Florida, founded in 2010 

•  CEO & employees are ex-antivirus, IT Security pros 

•  KnowBe4 helps tens of thousands of organizations manage 
the ongoing problem of social engineering 

•  KnowBe4 provides an affordable, easy-to-use GRC tool that 
helps organizations cut down audit time and manage your 
compliance and risk projects faster than ever 

About KnowBe4 
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of successful data breaches start with 
a spear phishing attack 

Users Are the Last Line of 
Defense 

•  91% of successful data 
breaches start with a spear 
phishing attack 

•  30% of data breaches are 
caused by repeat offenders 
from within the organization  

 

91% 
A staggering	
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The Costs of Breaches and 
Ransomware Attacks 

•  34% of businesses hit with 
malware take a week or more 
to regain access to their data 

• The average cost of a 
ransomware attack on 
businesses is $133,000 

 
•  75% of companies infected 

with ransomware are running 
up-to-date endpoint protection 

$133K 
Source:	Sophos	2018	and	Kaspersky	2018	
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In Identified Global Losses

BEC Attacks Are Growing 

•  Business Email Compromise 
(BEC) increased 136% in 
identified global exposed 
losses between Dec. 2016 and 
May 2018 

•  These attacks often contain no 
links, no attachments and no 
spelling or grammar errors. 

$12.5B 
CEO Fraud and BEC Caused	

Source:	Federal	Bureau	of	InvesIgaIon’s	(FBI)	Internet	Crime	Complaint	Center	(IC3)	2018	
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People are a 
critical layer 

within the fabric 
of our Security 

Programs 
 

KnowBe4  
is the 

8th Layer in 
Security 

 
i.e. Building the 

HUMAN FIREWALL
1. Physical Layer 

2. Datalink Layer 

3. Network Layer 

4. Transportation Layer 

5. Session Layer 

6. Presentation Layer 

7. Application Layer 

8. Security Awareness Layer 
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Unlimited  
Use 

New Smart 
Groups 

Custom 
Phishing 

Simulated 
Attachments 

Detailed 
Reporting 

Ransom 
Guarantee 

Platform for Awareness 
Training and Testing 

Phish Your Users 2 

1 Train Your Users 

3 See the Results 



Generating Industry-Leading 
Results and ROI 

•  Reduced Malware Infections 

•  Reduced Data Loss 

•  Reduced Potential Cyber-theft 

•  Increased User Productivity 

•  Users Have Security Top of Mind 

127% ROI 
With a One-Month Payback 
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Tel: 855-KNOWBE4 (566-9234)    |    www.KnowBe4.com    |    Partners@KnowBe4.com 

Thank You



Upcoming Webinars and Events

Events
u  September 25th 4PM - Cyber Security Issues in Higher Education  

panel discussion at the Union League of Philadelphia

u  October 21-25 - Information Security Summit  
at The Cleveland I-X Center

Webinars
u  September 18 - Setting the Trap: Crafty Ways The Bad Guys Use Pretexting To Own Your Network  

presented by KnowBe4

u  October 3 - Securing Your Endpoints – Why Are Businesses Getting Hit With So Much Malware? 
presented by ASMGi and Malwarebytes

u  October 10 - Where Will You Compute Securely? 
presented by ASMGi and Flexential

u  October 17 - Do You Know Where Your Data Is And Who Is Accessing?  
presented by ASMGi and Heureka



QUESTIONS?

9/12/2019	



800 Superior Ave E, Ste 1050  
Cleveland, OH 44114  
 
Phone: 216.255.3040  
Fax: 216.274.9647  
 
Email: info@asmgi.com 
 
www.asmgi.com

Thank You!
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