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What is Malware?
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From	Wikipedia	…	Malware	(a	portmanteau	for	malicious	so.ware)	is	
any	so1ware	inten3onally	designed	to	cause	damage	to	a	computer,	server,	client,	or	computer	
network.	
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So why are business getting hit with 
so much malware?

Malware	
Markets	
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Malware Markets
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From	New	America,	“What	are	Malware	Markets?”	
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Malware Products on Marketplace
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Future of Malware Markets
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How do we win…
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A Holistic Approach to Cyber Security

Total	Solu@on		=	 + +
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Create a Technology Ecosystem…
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What	is	happening	to	the	Internet?	
Why	are	businesses	geHng	hit	

with	so	much	malware?	



All	the	threats	
are	on	the	rise!	

BUSINESS	DETECTIONS	2017/2018	

Pos.	 Threat	 Y/Y%	Change	

1	 Trojan	 132%	

2	 Hijacker	 43%	

3	 Riskware	Tool	 126%	

4	 Backdoor	 173%	

5	 Adware	 1%	

6	 Spyware	 142%	

7	 Ransom	 9%	

8	 Worm	 -9%	

9	 Rogue	 -52%	

10	 HackTool	 -45%	

Overall	Detec@ons	

2017	 39,970,812	
79%	

2018	 71,823,114	
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Breaking	
Down	the		
Top	Threats		
of	2018	

Generic.Malware	
32%	

Generic.Trojan	
23%	

Trojan.Emotet	
19%	

Trojan.TrickBot	
6%	

Backdoor.Vools	
6%	

RiskWare.BitCoinMiner	
5%	

RiskWare.IFEOHijack	
3%	

Hijack.Tray	
2%	

Generic.Backdoor	
2%	 Ransom.WannaCrypt	

2%	
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Business PRODUCT RANSOMWARE DETECTIONS 2018 
- 2019
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Ransomware Detections Percentage Comparison by Quarter  |  Q4 2017 - Q2 2019

OrganizationsConsumer
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RANSOMWARE SHIFTS FROM CONSUMER TO BUSINESS
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Why the shiB?


Business aEacks have surged in 
2019

»  At least double the amount of public 

aEacks in 2018


» Municipal networks have been idenSfied 
as easy and valuable targets


»  Schools, healthcare faciliSes, and 
manufacturing firms also big targets for 
these threats
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Why the shiB?


Return on investment

» More valuable targets


»  Greater ransom


»  Easier to spread


»  Higher chance of return
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Why the shiB?


New Technologies

»  EternalBlue


» WannaCry & NotPetya


»  TrickBot & Emotet
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RETURN	ON	INVESTMENT	BREAKDOWN	

Category	 Considera@ons	 Business	 Consumer		 Values	

Adack	Opportunity	

Choice	of	Manual	InfecHon	 2.00	 1.00	 Low	 1.00	

InfecHon	Entry	Points	 3.00	 1.00	 Low	-	Mid	 1.50	

Lateral	Movement	Benefits	 3.00	 1.00	 Mid	 2.00	

Size	of	Campaign	Targets	 1.50	 3.00	 Mid-	High	 2.50	

Systems	Targeted	 3.00	 1.00	 High	 3.00	

Varian	Re-Use	Ability	 2.50	 1.50	

Sub	Total	 15.00	 8.50	

Value	

Value	of	Files	to	Ransom	 3.00	 1.50	

Ransom	Payment	Demand	Value	 3.00	 1.50	

Value	of	AddiHonal	InfecHon	 2.50	 1.00	

Value	to	Cost	of	Ransomware	(Price	/	Dev	Time	/	Re-Use)	 2.00	 2.50	

Value	of	Media	AWenHon	 2.50	 1.50	

Value	of	Cost	of	InfecHon	/	TargeHng	 2.00	 2.50	

Sub	Total	 15.00	 10.50	

Vic@m	Selec@on	

Ability	to	Pay	 2.50	 1.50	

Chance	of	Encountering	Defenders	with	LOW	Ability/	Experience	to	Stop	AWack	 1.00	 3.00	

Chance	of	Encountering	Security	 2.50	 1.50	

Chance	of	VicHm	having	Cyber	Insurance	 2.00	 1.00	

Lack	of	OpHon	(	Pay	/	Not	Pay)	 2.50	 1.50	

NegaHve	Fallout	from	Ransom	 3.00	 1.00	

Sub	Totals	 13.50	 9.50	

Grand	Totals	 43.50	 28.50	



Why	Emotet	Is	So	Effec@ve	

AnH-Exploit	
	
AnH-Malware	
	
Web	ProtecHon	

MALWAREBYTES	PREVENTION	
LAYERS:	

1	 2	 3	

4	 5	

6	7	
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How	TrickBot	Works	
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Ransomware	 Ryuk	Detec@ons	

 Ryuk

•  First seen in the wild in 2018


•  Used to aEack Water AuthoriSes, 
Cloud Backup Sites, etc.


•  Based on Hermes Ransomware


•  Holiday AEack Campaign


•  Distributed through Trickbot aBer 
Emotet infecSon.


•  USlizes RSA 2048 & AES 256 
encrypSon
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Ryuk Ransomware Detections by Percentage Changes  |  2019
Consumer & Business Products
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Ryuk actively spread as a
payload via Trickbot infections

Campaigns against organizations continue
with a decline in consumerfocused attacks

Ryuk breaks headlines
with holiday ransomware

attack against
Tribune Publishing

OrganizationsConsumer
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Ryuk Detec!ons Dec 18 - Jun 19
Consumer & Business Products

Ryuk spread stays relatively
steady during Q2 2019



Beyond	Security	Soaware	

Only IT staff can install soBware


» WhitelisSng what apps can be 
installed


» Using only supported 
applicaSons to ensure all new 
updates are available


Procedure for dealing with 
Phishing AEacks


»  Specific e-mail box for users to 
forward phishing e-mails


» User educaSon on how to 
idenSfy and report phishing e-
mail


» Internal security / IT staff should 
invesSgate possible phishing 
aEacks


SegmentaSon of valuable 
network resources


»  Reduce damage done to the 
network from a single aEack


»  Place valuable systems / data 
behind addiSonal security


»  Limit access to only those users 
and systems that need it
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What about the next year?


Increase use of manual 
infecSons


» We’ve seen an increasing trend 
of manual aEacks


» Insecure RDP, Backdoor Shells, 
SMB vulnerabiliSes, etc.


» Manually disable security tools


» Greater risk to aEacker if they 
leave behind clues


AddiSonal development of 
infecSon venues


»  As we’ve seen with new exploits 
& malicious scripts over the last 
year


»  InfecSon venues will always be 
developed upon, to find a more 
effecSve way of aEack


Ransomware use will conSnue 
through the year


» The trend of using ransomware 
has become too popular to avoid


» We will conSnue to see ransom 
aEacks throughout the year


»  New approaches to security 
technology and/or proacSve 
efforts by companies should slow 
this down
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Conclusion


The	smallest	oversight	could	result	in	compromise	
•  ProacHve	protecHon	is	required	

»  DetecHon	based	on	behavior	
»  IdenHficaHon	of	valuable	data	to	be	beWer	protected	
»  Establishment	of	company	wide	guidance	on	malware,	phishing,	sharing,	passwords,	

etc.	

»  	It’s	not	about	if,	but	when	
»  There	are	many	avenues	for	infecHon	when	it	comes	to	organizaHonal	networks	
»  Methods	that	have	worked	for	decades	conHnue	to	work	(i.e.	spear	phishing)	
»  Providing	users	with	opHons	to	report	suspicious	e-mails	is	a	good	first	step	

»  This	is	the	new	norm	
»  Immense	focus	on	organizaHonal	targets	has	brought	a	LOT	of	media	aWenHon	to	

cyber	criminals.	
»  This	hype	is	going	to	bring	in	addiHonal	actors	to	the	space	who	may	have	otherwise	

not	been	interested.	
»  This	is	also	going	to	accelerate	the	development	of	organizaHonal	defensive	

technologies	too.	
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QUESTIONS?
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Upcoming Webinars and Events

Events
u October 21-25 - Information Security Summit  

at The Cleveland I-X Center

Webinars
u October 17 - Do You Know Where Your Data Is And Who Is Accessing?  

presented by ASMGi and Heureka

All previous ASMGi webinars are available for viewing on our 
YouTube Channel
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800 Superior Ave E, Ste 1050  
Cleveland, OH 44114  
 
Phone: 216.255.3040  
Fax: 216.274.9647  
 
Email: info@asmgi.com 
 
www.asmgi.com

Thank You!
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