
January, 16 2020

Cyber Security

Looking back at 2019 …
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• 2019	Look	Back	
• 2020	Look	Ahead	
• Speaker	Predictions	
• How	do	we	win?	
• Announcements	

Agenda
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Cyber Security 
Highlights of 2019 
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Verizon Data Breach Report 2019
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Human Error = 
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Top 10 Attacks
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Thru Q2 of 2019 <Cyber Risk Analytics>
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Looking at Historical Breach Data

Historical	Breach	Data	annotated	with	CIS	Controls	
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Financial Services Statistics 2019

Verizon	Data	Breach	Report	
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Financial Services Statistics 2019
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Cyber Security Predictions for 2020 …



Cyber trends for 2020
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Cyber	security	trend	#6:	Increasing	use	of	I0T	/	OT	as	an	attack	vector	
Cyber	security	trend	#7:	Increasing	number	and	magnitude	of	breaches	

Cyber	security	trend	#8:	The	growing	impact	of	AI/ML	on	Cyber			
Cyber	security	trend	#9:	Emphasis	on	Quantifying	Cyber	Risk		
Cyber	security	trend	#10:	Cyber	Insurance	will	continue	to	focus	more	
on	actual	security	posture	and	will	become	more	of	a	tool	in	the	
Cyber	Security	arsenal.	



Speaker Predictions for 2020
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Today’s	expert	speaker	#1	Cyber	Prediction	for	2020….	

Steve	Roesing	=	??	

Frank	Yako	=	??	

Ken	Makoid	=	??	
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How do we win?



21	

How do we win?

Build a Cyber-Technology  
Ecosystem
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How do we win?

Plan & Practice, Practice, Practice
Educate & Create a Culture of Security
Outsource where you are limited in 
Resources and/or Capabilities
Have a  deliberate, intentional plan for 
executing cyber control implementations



23	

How many of your data centers look 
like this …



… Or meet these compliance requirements 

SOC 1 
dual-standard report 

Level 1 PCI DSS 
service provider for 

colocation and cloud 

Information Security 
Management System 

standard 

HITRUST CSF service 
provider for colocation and 

cloud 

Health Insurance 
Portability and 

Accountability Act 
Security Rule 

American Institute of Certified 
Public Accountants Trust 

Services Principles for security, 
and availability 

SOC 3 Trust Services 
Report 
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A Holistic Approach to Cyber Security

Total	Solution		=	 + +



Special Webinar Offer …
u … for those attending today’s webinar, please call  

+1 216.255.3040 or email Steve Roesing or Frank 
Yako directly for a NO COST Dark Web Scan.  

sroesing@asmgi.com fyako@asmgi.com 

u We will perform a FREE Dark Web Scan and 
review the results with you help you to track and 
triage compromised credentials.  

u When combined with an overall Holistic Cyber 
Security Program it can help you prevent and 
predict breaches.
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800 Superior Ave E, Ste 1050  
Cleveland, OH 44114  
 
Phone: 216.255.3040  
Fax: 216.274.9647  
 
Email: info@asmgi.com 
 
www.asmgi.com

Thank You!
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