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Agenda
		

u 	Cyber	Security	Landscape	in	Higher	Education	
u 	Discussion	Topic	#1	–	Security	Strategy	&	Assessments	
u 	Discussion	Topic	#2	–	Cyber	Security	Solutions	
u 	Conclusion	+	Key	Points	
u 	Questions	+	Closing	Remarks	



6.  Student	Retention	and	Completion:	Developing	the	
capabilities	and	systems	to	incorporate	artificial	
intelligence	into	student	services	to	provide	personalized,	
timely	support	

7.  Improved	Enrollment:	Using	technology,	data,	and	analytics	
to	develop	an	inclusive	and	financially	sustainable	
enrollment	strategy	to	serve	more	and	new	learners	by	
personalizing	recruitment,	enrollment,	and	learning	
experiences	

8.  Higher	Education	Affordability:	Aligning	IT	
organizations‚	priorities,	and	resources	with	institutional	
priorities	and	resources	to	achieve	a	sustainable	future	

9.  Administrative	Simplification:	Applying	user-centered	
design,	process	improvement,	and	system	reengineering	to	
reduce	redundant	or	unnecessary	efforts	and	improve	end-
user	experiences	

10.  The	Integrative	CIO:	Repositioning	or	reinforcing	the	role	
of	IT	leadership	as	an	integral	strategic	partner	of	
institutional	leadership	in	supporting	institutional	missions	

	

2020 Top 10 IT Issues 
1.  Information	Security	Strategy:	Developing	a	risk-based	security	
strategy	that	effectively	detects,	responds	to,	and	prevents	
security	threats	and	challenges	

2.  Privacy:	Safeguarding	institutional	constituents'	privacy	rights	and	
maintaining	accountability	for	protecting	all	types	of	restricted	
data	

3.  Sustainable	Funding:	Developing	funding	models	that	can	
maintain	quality	and	accommodate	both	new	needs	and	the	
growing	use	of	IT	services	in	an	era	of	increasing	budget	
constraints	

4.  Digital	Integrations:	Ensuring	system	interoperability,	scalability,	
and	extensibility,	as	well	as	data	integrity,	security,	standards,	and	
governance,	across	multiple	applications	and	platforms	

5.  Student-Centric	Higher	Education:	Creating	a	student-services	
ecosystem	to	support	the	entire	student	life	cycle,	from	
prospecting	to	enrollment,	learning,	job	placement,	alumni	
engagement,	and	continuing	education	

5	

Educause Top 10 IT Issues

Source:		Educause	Website,	2020,	https://www.educause.edu/research-and-publications/research/top-10-it-issues-technologies-and-trends/2020	
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Has Coronavirus impacted your Top 
10 IT Issues?

	

	
	

u  Digital	Transformation	is	expedited	to	
accommodate	remote	learning	
requirements	

u  An	Information	Security	Strategy,	
including	Data	Privacy	&	Protection	is	
more	critical	now	than	ever		

u  Affordability	is	a	heightened	concern	as	
economic	models	are	disrupted		

What	about	WFH	and	Remote	
Learning	security	–	is	it	currently	in	
your	program?	

Are	you	faced	with	cutting	costs	
even	more	than	before?	

Did	Digital	Transformation	
initiatives	such	as	remote	learning	
become	your	highest	priority?	
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SECURITY STRATEGY & ASSESSMENTS

Discussion Topic #1

Does your Information Security Strategy Lower 
your Risk and Improve your Security Posture? 

	



The fundamental problem with Strategy 
 

	Many	Enterprises	…	

	Implement	security	tools	/	technologies	based	on	Frameworks		 	
	(	HIPAA,	PCI,	ISO	2700x,	NIST,	etc.	=	Controls-based)	

	Don’t	validate	their	controls	-	are	the	tools	and	techniques	working?	

	Don’t	prioritize	initiatives	based	on	greatest	risk	to	the	organization	

	Are	not	able	to	demonstrate	return	on	investment	AND	reduction	in	risk	



The ONEteam Strategic Plan 
 

	What	if	there	was	a	way	to	…	

	Get	more	from	your	existing	security		

	Minimize	security	exposure	

	Ensure	you	are	meeting	compliance	requirements	

	Test	your	Incident	Response	Plan	
Prioritize	initiatives	based	on	actual	Risk	

	Rationalize	your	cyber	investments	and	demonstrate	performance	



97% 
of breaches are 
at companies 
which have 

already deployed 
the right controls	

99% 
of attacks are 

known and have 
been for years	

 

95% 
of firewall 

breaches are 
due to 

misconfiguration	

Reality of enterprise security
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ASSESSMENTS

Discussion Topic #1 <continued>

How many assessments do you do per year to 
meet your Compliance and Privacy requirements?
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Common Controls Framework (CCF)

Compliance	
PCI-DSS	
HIPAA	
FERPA	
GLBA	
FISMA	
Global	and	State	Privacy	Laws	
	

Frameworks	
NIST	
ISO/IEC	27001,2	
CIS	
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How do you prioritize your initiatives?

Breach	
Attack	
Simulation	
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CYBER SECURITY SOLUTIONS

Discussion Topic #2

What problems are you trying to solve?
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Lots to choose from …

The	Council	on	Cyber	Security	Annual	2014	Report	coins	the	term	“Fog	of	More”	to	describe	the	
“Overload	of	defensive	support…more	options,	more	tools,	more	knowledge,	more	advice,	and	more	
requirements,	but	not	always	more	security.”		
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A Holistic Approach to Cyber Security

TOTAL	SOLUTION	

+	 +	

=



SOC as a Service / Managed Security Services
u  Managed Detect and Response (MDR) – Included

u  Cyber Incident Response (CIR) / Forensics - Included

u  Vulnerability Management–as-a–Service – Included*

u  Custom Reporting  - included

u  User Behavior Analysis (UBA) - Light included / Enterprise Optional

u  Attack Simulation as a Service – Included / Optional*
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Core	
Security	
Services	

Add-On	
Services	

u  Security Awareness & Phishing as a Service – Optional 
–  Facilitated /	Automated	Training	

–  Facilitated /	Automated	Phishing	

u  Third Party Risk as a Service (TPRMaaS) – Optional 

u  Virtual Desktop Infrastructure (VDI) / Desktop as a Service - Optional

u  Other Services depending on outcome of prioritized roadmap 
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Gartner Maturity Model

3.5	Maturity	
with			

ONEteam	
Core	Services	



Key to a Successful MDR/MSOC

19	
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ASMGi SOC as a Service = MDR / MSOC / MSSP

Remote	and	Onsite	(as	
required)	

Turn-Key	Services	
•  24x7	Eyes	on	Glass	
•  IR	Plan	
•  Remote	and	Onsite	IR	

including	Forensics	and	
Investigative	Services	

•  Risk	Services	
•  Optional	Services	

Custom	Reporting	
•  Compliance	Reports	
•  Incident	Reports	
•  Alert	Reports	

Multiple	NA	Locations	
•  Cleveland,	OH	
•  Provo,	UT	
•  Ontario,	Canada		

Managed	SOC	

Custom	Reporting	

MDR	Services	 Incident	Response	 Managed	Risk	

SOC	/	Security	Experts	
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MDR / MSOC Services
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MSOC	

SOC	/	Security	
Experts	

Physical	Sensor	 Agents	 Virtual	Sensor	

MDR / MSOC Architecture

/	Forensics	
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List of Log Sources *
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Cloud Services Monitoring
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Managed Risk Services



MSOC	

Internal	Scanner	 Agents	 External		Scanner	

Managed Risk Architecture
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SOC	/	Security	
Experts	

/	Forensics	
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Standard Reports
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Active Directory Reports
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Security Orchestration,  Automation & Response

(SOAR)	
u 	Maximize	Efficiency	
u 	Economies	of	Scale	
u 	Operational	Excellence	
u 	Built	in	Compliance	
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Create an ecosystem with great Technology Partners
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Conclusion + Key Points
	

u 	Don’t	re-create	the	wheel	–use	what	you	already	have	
u 	Map	controls	to	complete	one	assessment	that	meets	all	requirements	
u 	Prioritize	initiatives	to	improve	security	posture,	lower	risk	and	demonstrate	return	on	investment	
u There	is	strength	in	numbers!		Let’s	work	together	to	succeed!	

Key Value Delivered: 

ü  Immediate	Results	-	Short	time	to	value	
ü  Rationalized	initiatives	to	lower	risk	and	improve	security	posture	
ü  Immediate	maturity	with	Core	Services	
ü  No	need	for	additional	head	count	or	expertise	
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1	

Tailored	Program	with	a	la	carte	components	
u 	MDR/MSOC	
u 	Attack	Simulation	
u TPRM	
u Vulnerability	Management	
u MS	Azure	IaaS,	PaaS,	Security	Suite,	WVD	

2	
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ASMGi ONEteam Program – How to begin?

Assessment	
u Controls	mapping	
u 	Simulation	against	controls		
u 	Current	State	/	Future	State	

Strategic	Plan	/	Road	Map		
u 	2-3	year	plan	(by	year)	
u 	Based	on	outcomes	and	priorities	from	Assessment	
u 	Defines	the	program	to	be	deployed	and	operationalized	in	Step	
3	



QUESTIONS / DISCUSSION



QUESTION: Upended The Model

u Question:  Have you ever seen a change in program, technology or operations that 
ever substantially upended the model? is that the value you can bring that if there is a 
technology change or a better technology that evolves you can operationalize it at a 
lower cost point and no disruption of services.

u Answer:  Part of the world that we collectively live in requires the ability to adapt to 
changes based on changing business, organizational, technology, or security / threat 
profile changes. These changes can happen very quickly, most recently as 
exemplified by COVID-19, or over a longer period of time such as an adoption of 
technology like public clouds.  The value of adopting a service like those proposed by 
ASMGi is the ability to evolve over time based on ASMGi’s ability to anticipate change 
as its’ client base evolves and interaction with our strategic business partners to be 
prepared for change whenever it happens.  The ultimate goal is to prepare for these 
changes based on a plan and to optimize the value that is delivered in a cost effective 
but fully comprehensive manner.
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QUESTION: Plug and Play

u Question: Can you plug and play if we already have specific tech in place 
into the architecture tools you are describing?

u Answer:  Yes, the overall program and service offering has been structured to 
leverage the investment that may have already been made in hardware or 
software solutions if they are meeting the business and security requirements.  
The development of the specific solution and offering is based on assessing 
an organization’s current state to determine what specific solutions exist today 
in your environment and to determine whether they can be leveraged and 
integrated into the ASMGi operating model.

7/23/2019	 35	



800 Superior Ave E, Ste 1050  
Cleveland, OH 44114  
 
Phone: 216.255.3040  
Fax: 216.274.9647  
 
Email: info@asmgi.com 
 
www.asmgi.com

Thank You!
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