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u  Introduction
u  What is the Cost of Ransomware? 
u  How does Ransomware happen?
u  How to Prevent Ransomware and/or Recover from 

Ransomware
u  Summary & Key Takeaways
u  Q & A

Agenda
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“2020	is	the	year	of	Ransomware.		We	will	see	a	spike	in	attacks	and	in	
successful	attacks.		Ransomware	is	the	most	direct	path	for	attackers	to	make	
money,	and	lots	of	it.			Fundamentally,	while	I	think	paying	the	ransom	is	a	bad	
idea,	I’ve	come	to	realize	that	paying	the	ransom	or	not	paying	the	ransom	is	a	
business	decision.		Our	jobs	are	to	never	put	people	in	the	position	that	their	

best	business	decision	is	to	pay	the	ransom.”				
	

Steve	Roesing,	ASMGi	
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What is the Real Cost of Ransomware?
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2020 is the year of Ransomware

Source:		HealthcareITNews	
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2020 is the year of Ransomware
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How does a Ransomware Attack happen?
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A Motley Crew of Ransomware Payloads

Source:		Microsoft	
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How does Ransomware happen / What Happens 
when it does?
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How can businesses Prevent Ransomware 
and/or Recover from Ransomware?

	



Managed Security Services
u  Managed Detect and Response (MDR) 

–  24	x	7	Eyes	on	Glass	
–  Managed	SIEM	

u  Cyber Incident Response (CIR) / Forensics
u  Vulnerability Management
u  Managed Risk Services
u  Custom Reporting 
u  User Behavior Analysis (UBA) 

MDR/MSOC	plus	

u  All of plus Service
u  Attack Simulation

–  Advanced	Threat	Intelligence	&	Hunting	
–  Risk-Based	Vulnerability	Management	(RBMV)	
–  MITRE	ATT&CK	Heat	Map	
–  Managed	Simulations	
–  Remediation	Prioritization	

MDR/MSOC	premier	
u  All of premier Service, customized to 

contain one or more of the following:
u  Managed Security Awareness / Phishing
u  Managed Third Party Risk
u  SOAR Solutions (automated remediation)
u  Other Solutions as required

MDR/MSOC	platinum	

22	



23	

Why should MDR/MSOC matter to you ? 

On average, it takes 
businesses 206 days to 
detect infections, and a 
further 73 days to 
resolve them	
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Gartner Maturity Model
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Architect a DR strategy using Backups

Source:		VEEAM,	Cloudian	
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Architect a DR strategy using Backups
3	–	2	–	1	Backup	Architecture	
•  3	backup	targets	
•  2	different	backup	mediums	
•  1	Cloud		

Immutable	Backups	
•  Lots	of	Options!	

Source:		VEEAM,	Cloudian	
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Test your DR Plan
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Use Tabletop Exercises to Test your Incident 
Response
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Summary – How to Prevent and/or Respond to 
Ransomware

Use	Attack	Simulation	
to	Test	Controls	

Use	MDR/MSOC	to	
catch	intruders	before	
Ransomware	happens	

Use	Security	
Awareness	Training	
and	Phishing	Tests	to	

educate	users		

Use	the	3-2-1	rule	for	
architecting	backups	
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u  Assume you will be hit with Ransomware (Not If, but When)
u  Have multiple data backups (3-2-1) with a focus on Recovery 

(RTO, RPO)
u  Deploy MDR/MSOC for early detection and immediate action
u  Have a detailed, up to date Incident Response Plan
u  Be Prepared – Practice with Tabletop Exercises and DR Test 

Plans at least one per year, preferable quarterly
u  Make sure you have cyber insurance that covers Ransomeware!

Key Takeaways



Q & A
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800 Superior Ave E, Ste 1050 
Cleveland, OH 44114 
 
Phone: 216.255.3040 
Email: sales@asmgi.com 
 
www.asmgi.com

For more information:

32	


