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Is Ransomware Still a Thing?
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Ransomware: Is It Still a Thing?
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“There will be a ransomware attack on businesses every 
14 seconds by the end of 2019, and every 11 seconds by 
2021” 

Steve Morgan 
Editor-in-Chief, Cybercrime Magazine
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What is Ransomware?

Ransomware
✓ Subcategory of “malware”, malicious software
✓ Encrypts valuable information
✓ Requests payment for decryption 
✓ Often exfiltrating data and threatening to release for 

further leverage

Ransomware attack
✓ Typically penetrates via email phishing, software 

vulnerability, or configuration scanning (RDP)
✓ Can aim for wide lateral distribution before launch
✓ Can occur as a pure attack or as part of a more 

complex hack
✓ Pure ransomware: ”spray and pray”, or targeted (e.g. 

Texas attack)
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A Brief History of Ransomware
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Ransomware Today

◆ Time and Cost Impacts:

o 9.6 days of average downtime

o Average ransom payment of $36,295

◆Costs aren’t just $$$: 

o Recovery impacts to operations/business

o Legal ramifications 

◆ …and sometimes the most costly

o Reputation costs customers/partners

◆ State of Ransomware

o Wide range of ransomware strains in the market today. 
Ryuk highest at under 25%

o All industries under attack, from software services (20.5%) 
to public sector (3.4%)

o Attack vectors: RDP compromise and email phishing lead, 
followed software vulnerability
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Today, Victim also risks 
data being stolen and 
released on the Internet!

A Typical Ransomware Attack 



11

My philosophy has changed.  I used to be 
opposed to paying ransoms in general.  Now I 
think of it more as a business decision – could be 
yes, could be no. Our job, as a trusted partner is 
to make NOT paying the ransom the best 
“business decision”.

Should I pay the Ransom?

Steve Roesing, ASMGi
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1. Prevent Ransomware Attacks
2. Minimize impact if you are attacked
3. Have a structured, rehearsed Incident Response 

Plan.

3 Goals to Fight Ransomware



What are the basic cybersecurity 

needs?

Without listing acronyms, tool/software types, or features/functionality, let’s break it down to simple pieces:

First focus should be on a Proactive approach to security posture – With a proactive approach, organizations 
can eliminate known vulnerabilities, harden threat surfaces, and implement appropriate configuration 
standards

Next would be a Reactive focus for our security posture – A reactive focus keeps organizations safe when those 
unknown, new, or evolved threats make it through our proactive tools and configurations

Finally, is the implementation of the Active component of security posture – The active portion of security 
posture is arguably the most important.  There are multiple reasons for this, but the biggest reason is that the 
tools/software/configurations/etc. that make up the proactive and reactive elements of a security posture 
must be monitored, researched, and when necessary, issues remediated.
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Matching the focus elements with 

the tools…

To address the Proactive element of security posture common tools would be:  Risk or Managed 
Risk, and IPS

Addressing the Reactive elements of security posture would include tools like:  Managed Detection 
and Response, and IDS

The Active component of security posture includes not only tools like a SIEM, and MFA, the most 
critical part is in fact the people and the process!  There is no shortcut with respect to the human 
element, and without the active component of security posture, other investments typically are not 
effectively leveraged which makes further investments in security very difficult.
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Cyber Security – ONEteam Principles

The New Way:  Holistic Security Mindset

◆Proactive

◆Focus on Total Solutions

◆Gap-Based & Risk-Based

◆Spend less and improve security more 

The Old Way:  Point-Solution Mindset

◆ Reactive

◆ Focus on Individual Controls

◆ Fragmented and inefficient

◆ Spend a lot and not necessarily improve security
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Program

Technology

Operations

1 Program
◆ Corporate Objectives
◆ SLOs / SLAs
◆ Strategic Goals (tech and 

operations must meet this 
requirements)

Technology Stack
◆ Tech Stack must meet 

strategic  requirements and 
objectives
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Operations

◆ Operations must meet the 
requirements and objectives 
outlined in the Program and 
align with the Technology.  
For MDR/MSOC, it must 
include:
◆ MDR / MSOC
◆ Vulnerability Mgmt
◆ Remediation
◆ Incident Response
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ONEteam Principles – The 3 Pillars 
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ONEteam
MDR/MSOC plus

What is ONEteam MDR/MSOC plus?
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1. Prevent Ransomware Attacks
2. Minimize impact if you are attacked
3. Have a structured, rehearsed Incident Response 

Plan.

3 Goals Of ONEteam MDR/MSOC plus



19

MDR/MSOC plus

Key
• Arctic Wolf + ASMGi 
• ASMGi

ONEteam MDR/MSOC plus

◆ 24 x 7 Security Operations Centers (SOCs)

◆ Continuous Managed Detect and Response

◆ Continuous Managed Risk Services

◆ Continuous Managed Cloud Monitoring

◆ Vulnerability Management and Remediation

◆ Cyber Incident Response / Forensics

PREVENT: Vulnerability Management includes your Program and                 
Remediation!

Maturity: Incident Response includes your Program, a Table-Top 
Exercise and Incident Response (per NIST 800-61).  The 
information is already available because we’ll know if an 
incident is occurring.

Minimize: MDR includes isolating a system if IOC is detected!

PREVENT: 24 x 7 MDR/SOC catches intruders quickly!
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Gartner Maturity Model

4+ Maturity with  
ONEteam

MDR/MSOCplus



• There is a 2.93 million person gap in the cybersecurity talent pool (ISC2)

• Security professionals identify understaffing as their biggest challenge, and nearly a quarter says that the inability to keep up with the 
workload is a root cause of security incidents (ESG/ISSA)

• Almost three-quarters of organizations say they’re impacted by the talent shortage and of those that are impacted, 66% increase the 
workload on existing staff (ESG/ISSA)

• Almost 40% of organizations say that less than 2% of their IT personnel has a dedicated security focus (EY)

• Nearly 60% of organizations say they face extreme or moderate risk due to the security talent shortage (ISC2)

• Only 35% of CISOs say that determining the scope of a compromise, containing it, and remediating the damage from exploits is 
easy (Cisco).

• More than 40% of organizations receive more than 10,000 security alerts every day. Additionally, organizations only respond to about half 
of the alerts and fix only 43% of those that turn out to be legitimate (Cisco).

Some Key Points
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https://www.isc2.org/-/media/ISC2/Research/2018-ISC2-Cybersecurity-Workforce-Study.ashx?la=en&hash=4E09681D0FB51698D9BA6BF13EEABFA48BD17DB0
https://www.esg-global.com/hubfs/pdf/ESG-ISSA-Research-Report-Life-of-Cybersecurity-Professionals-Apr-2019.pdf
https://www.esg-global.com/hubfs/pdf/ESG-ISSA-Research-Report-Life-of-Cybersecurity-Professionals-Apr-2019.pdf
https://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2018-19/%24FILE/ey-global-information-security-survey-2018-19.pdf
https://www.isc2.org/-/media/ISC2/Research/2018-ISC2-Cybersecurity-Workforce-Study.ashx?la=en&hash=4E09681D0FB51698D9BA6BF13EEABFA48BD17DB0
https://newsroom.cisco.com/press-release-content?type=webcontent&articleId=1970008
https://newsroom.cisco.com/press-release-content?type=webcontent&articleId=1970008


Summary – Key Takeaways
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◆ A Total Solution = Program + Technology + Operations.  If you 
are missing any piece you are vulnerable!

◆ Leverage the information and investments you already have

◆ Focus on foundational elements of security to improve right 
now

◆ You don’t have to get caught in the security buying frenzy.  
Security Posture improves when you do the basics well!

◆ If you only do one thing to improve your security – Do 
MDR/MSOC plus!



Q & A
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800 Superior Ave E, Ste 1050
Cleveland, OH 44114

Phone: 216.255.3040
Email: sales@asmgi.com

www.asmgi.com

For more information:
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