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Don't Let Your Cloud Security Fall Behind

presented by ASMGi and Arctic Wolf Networks
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¢ Why is Cyber Risk so Important?
¢ How do we Lower Cyber Risk?

¢ Key Benefits
*Q&A
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Why is Managing Cyber Risk so Important?
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KPMG: Cyber Security Risk Is Now No. 1 Threat To Growth
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We’re all moving workloads to the Cloud — misconfigurations should be a
huge concern! Is anyone checking your Cloud configurations?

Hackers Gain Access
to 100 Million Capital

- One Credit Card
Equifax Announces Applications and Control Systems
Cybersecurity Incident Accounts Targeted Shutting
Involving Consumer Down Production In
Information Misconfiguration Honda Breach
in cloud service
Flaw was known by C% went unnoticed
vulnerability despite availability Attack focused
a management tools, of monitoring = on control
=~ but the patch was products. / C,E' systems, in the
/ never installed. / production line

Knowing about vulnerabilities does not lower your risk.

Remediating them does! All connected devices are targets! Make sure you are

identifying all your connected devices and their vulnerabilities!



Microsoft Patch Tuesday, January 2021 - AfN“E"tgi

High-profile vulnerabilities always lead to the same questions
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What's our exposure to this?
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High-profile vulnerabilities always lead to the same question.

Managed Risk helps you answer, quickly.
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Managed Risk helps you answer, quickly.
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How do we lower Cyber Risk?
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CYBER SECURITY SOLUTIONS
RISK = Likelihood x Impact

We Lower “Likelihood” by: We Lower “Impact” by:

- Remediating Vulnerabilities makes “Likelihood = 0” and - ldentifying intruders quickly to reduce the Impact of
prevents an attack. an incident. The longer an intruder spends on your

network (dwell time), the larger the Impact. If the

- ldentifying Vulnerabilities continuously and across all intruder is detected quickly, Impact may even be
modes, Account Takeovers, External, Network-based, eliminated completely.
Host-based helps reduce Likelihood, and if the
Vulnerabilities are remediated, makes “Likelihood = 0”. - Containment of the incident reduces the Impact of

an incident. We contain incidents both manually and
using automation.

- Structured, rehearsed Incident Response Program
(including table-top exercises)
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Cyber Security — ONEteam Principles > ASMGt

The Old Way: Point-Solution Mindset
¢ Reactive
¢ Focus on Individual Controls
¢ Fragmented and inefficient

¢ Spend a lot and not necessarily improve security

The New Way: Holistic Security Mindset

® Proactive

# Focus on Total Solutions
¢ Gap-Based & Risk-Based
# Spend less and improve security more



TOTAL SOLUTION: > ASMGi

— & Security Operations Centers (SOCs)
¢ Managed Detect and Response
ONEteam ¢ Managed Risk Services
MDR/MSOC plus — -
¢ Managed Cloud Monitoring

& Cyber Incident Response / Forensics

& Vulnerability Management and Remediation

Key
Arctic Wolf + ASMGi
ASMGi



The Complete Cybersecurity Security Operatips™ &%i
Operations Platform )

Managed Detection &
L/ Response
» PROACTIVELY provides IDS, Dark Web
Scanning, and Endpoint Intelligence

» REMEDIATION Including detailed steps, War
Room Assistance, Required Reporting, and Root
Cause Analysis Detail

» DETECTION of in process attacks providing:
Notification and Escalation, GEOIP Information,
and Containment

» EYES ON GLASS 24/7/365 Human monitoring
of customer environments by experienced,
certified and skilled security experts

» STRATEGIC 2 Person, Named Concierge
Security Team providing Security guidance,
driving continuous improvement tailored to the
specific needs of each organization.

ONEteam
MDR/MSOC plus

. [ 1
» ACTIVE monitoring of Cloud assets and Managed Risk ’

resources for misconfigurations and : L _
vulnerabilities Proactive - PREVENTION of known attacks before they

» ACTIVE scanning of customer entire network occur by limiting known attack surfaces
environment to achieve and maintain broad » DARK/GREY WEB SCANNING for customer accounts that may

visibility of assets agent or agentless have been compromised
» CONTINUOUS vulnerability scanning of networks and endpoints

» RISK QUANTIFICATION from external and internal networks
assets, regardless of Arctic Wolf Agent installation capability

» REMEDIATION PRIORITIZATION Detailed correlation of risks




Managed Risk Services

Asset Identification

Dynamic asset identification
and classification

Quarterly Risk Review

Discuss and validate progress tracking
on vulnerabilities and asset
classification

ONEteam
MDR/MSOC plus

Incident Creation

Generate incidents for
critical vulnerabilities
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Comprehensive & Continuous
Risk Assessment

Provide write-ups, risk roll-up,
and remediation

Configuration and Monitoring

Scanner setup and monitoring to
validate vulnerability scans are
happening successfully



Continuous Cyber Risk Assessment At

If vulnerabilities are not Traditional

Initial Scan remediated, Risk goes up )
# of continuously Scanning
Risks / Qtr/Yearly scan Tools
Point In
- Risks Remediation
Time Scans Growing\ / Project
Time L Risk J
:i::s / Initial Scan ONEteam
MDR/MSOC plus
Continuous
Scans Change

.~ Management

Time
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ONEteam Security Operations

» Customizes service to your needs

. ) » IaaS Configurations
» Continuously scans your environment for

digital risks Digital risk » Vulnerabilities (CVEs)
» Performs monthly risk posture reviews data sources » CIS Benchmarking
» Provides actionable remediation guidance A A > Account Takeover data
» Delivers a customized risk management plan
ONEteam
MDR/MSOC pls Managed Risk
(e Dashboard
I
 — A Secure Transport A Secure Transport
Managed Risk Scanner Agent
Network Scanning Cloud Scanning Endpoint Scanning
v ' lll\ 00 )
y|E2 ] & oo 81 [
—r U N\ bublid Cloud Security N :
. Network Vulnerability Dark and grey DNS OWASP top- ublicly Posture Management Hardware
VU'“S;?:'“W I\Il)m?p Invev|¥torry Data web mtgl / 10 scanning Acg:()e;znt;le (CSPM) System  Configuration Software/
o Services aws /A Vicrosoft Vulnerabilities Benchmarks  Inventory
A Azure
Internal External
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Managed Risk - Features

Analytics and Reporting External Vulnerability Assessment

» Risk roll-up of internal + external
vulnerabilities

» Risk prioritization and workflow integration

» Managed Risk Dashboard

» Executive reporting snapshots

» Custom reporting for analytics and alerts

Asset discovery based on root domains & IP addresses
Automatic IP, domain, sub-domain detection
Continuous external vulnerability scanning

Account Takeover Risk Detection

OWASP top-10 scanning

Cloud Security Posture Management (CSPM)

>
>
>
>
>
>

Host-Based Vulnerability Assessment | Internal Vulnerability Assessment

» Dynamic asset discovery and credential scanning
» Asset inventory, categorization, notes, and tags
» Asset mapping - IP, DNS, Netbios history

» Continuous internal vulnerability scanning

» Scanning schedules with blacklisting capability

» Arctic Wolf Agent for Windows
Server/workstation, MacOS, Linux

» Proactive risk monitoring

» Audit reporting, asset categorization

» Security Controls Benchmarking




Managed Risk Dashboard

Current Risk Score

Risk Score Trends

Asset Class Health
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Industry Risk Score

Network Health
Heatmap




Quarterly Reports <> ASMGi
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We continuously scan your environment against one of the world’s
largest repositories of third-party data breach information recovered
from dark and grey web sources. This insight is used to produce
observations and alert on potential account takeover situations at the
scale of your business.

Example of data breach information and additional context provided by Arctic Wolf




External Vulnerability Assessment - AfNﬁgi

External Vulnerability Assessment continuously scans internet-facing
servers and web applications to understand your company’s digital
footprint and quantify risk to your business.

Sample output from External Vulnerability Assessment in Managed Risk Dashboard



Network Vulnerability Assessment - AC?N';";L

Internal Vulnerability Assessment continuously scans all your internal
IP-connected devices. Your Concierge Security Team catalogues core
infrastructure, equipment, and personal devices to help you understand your
company’s digital footprint and quantify the risk/exposure to your business.

Sample output from Internal Vulnerability Assessment in Managed Risk Dashboard



Host-based Vulnerability Assessment <> ASMGi
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Host-Based Vulnerability Assessment extends visibility to endpoints such as
Windows, MacOS, and Linux-based systems to reveal threats, system
misconfigurations, and user behavior that put your organization at risk.

Sample output from Host-based Vulnerability Assessment in Managed Risk Dashboard



Security Controls Benchmarking <> ASMGi
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Provides enhanced scanning coverage that goes beyond simple vulnerability
assessment to scan endpoints for gaps in security posture against globally-
accepted configuration standards.

Sample output from Security Controls Benchmarking report in Managed Risk Dashboard
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Managed Risk - Benefits ONEteam
Program Benefits Solution Benefits
« Monthly risk reviews - Complete visibility and quantified risk analytics
+ Quarterly risk roll-up and progress tracking across endpoints, networks (internal and
. Tickets and alerts from your security operations external), and cloud environments

experts - Risk prioritization based on severity, latest

exploits and business impact
- Remediation with automated trouble ticketing
- Account Takeover Risk reporting
- Configuration benchmarking

- Classification and organization of assets and risks
- Sensor configuration and monitoring
- Actionable remediation and guidance

- Customized risk-based vulnerability management
plan
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800 Superior Ave E, Ste 1050
Cleveland, OH 44114

For more information: Phone: 216.255.3040

Email: sales@asmgi.com

www.asmgi.com
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