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Webinar Series – ASMGi ONEteam MDR/MSOC plus (powered by Arctic Wolf)

1. Managed Detection and Response – How to Stop Cyber Attacks with Modern MDR and 
Managed SOC, March 4

2. Managing Cyber Risk - Don’t be careless about your exposure to cyber-attacks, March 25

3. Cloud Security - Don't Let Your Cloud Security Fall Behind, April 8



 The Big Move to the Cloud
 Risks in the Cloud
 What is Cloud Security Posture Management (CSPM) 

and How Does it Prevent Attacks 
 Re-Cap of the Total Solution:  MDR + Managed Risk + 

Managed Cloud Security = MDR/MSOC plus

 Q & A

Agenda



The Big Move to the Cloud



The Big Move to the Cloud

Source:  Cloud Computing:  The New Plastics
Frederick Scholl, Ph.D., Cybersecurity Program Director, Quinnipiac University

From Society for Information Management (SIM) IT Trends Survey



Risks in the Cloud



Risks in the Cloud



Misconfiguration 
in cloud service 
went unnoticed 
despite availability 
of monitoring 
products.

2019 
Hackers Gain Access 
to 100 Million Capital 

One Credit Card 
Applications and 

Accounts

Risks in the Cloud

We’re all moving workloads to the Cloud, and fast!  Avoiding 
misconfigurations should be top of mind for everyone!  

Is anyone checking your Cloud configurations?



Shared Responsibility Model



What is Cloud Security Posture Management 
(CSPM)?

- Gartner



Public Clouds try to make it easier …

Someone needs to investigate all of these!



How does CSPM enable Cloud Security?
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Cloud Security Posture Management

• Cloud Environment Benchmarking
• Cloud configuration best practices
• Quantified risk score 

• Posture Hardening Recommendations 
• Remediation recommendations by your Concierge Security Team
• Detailed documentation on configuration changes

• Incorporated into Managed Risk
• Results available in EVA and through reports
• Standard risk workflow process (open, accept, mitigate, etc.) 

CSPM is the process of cloud configuration monitoring and 
adaptation to reduce the likelihood of a successful attack

47%
Of the incidents we detect 
include a cloud component



Vulnerabilities Identified by CSPM

• Services exposed publicly to the internet

• Unencrypted data storage

• Lack of least-privilege policies

• Poor password policies or missing MFA

• Misconfigured backup and restore settings

• Data exposure and privilege escalation

Examples of misconfigurations we check 
for: 

ONEteam
MDR/MSOC plus











Amazon Web Services Checked

• Certificate Manager (ACM)
• Athena
• Auto Scaling
• CloudFront
• CloudTrail
• CloudWatch
• Config
• Database Migration Service (DMS)
• DynamoDB
• Elastic Cloud Compute (EC2)
• Elastic Container Registry (ECR)
• Elastic File System (EFS)
• Elastic Kubernetes Service (EKS)
• Elastic Load Balancing (ELB)
• Elasticsearch Service (ES)
• Kinesis Data Firehose

• Identity & Access Management (IAM)
• Kinesis
• Key Management Service (KMS)
• Lambda
• Organizations
• Relational Database Service (RDS)
• Redshift
• Route 53
• Simple Storage Service (S3)
• SageMaker
• Shield
• Simple Email Service (SES)
• Simple Notification Service (SNS)
• Simple Queue Service (SQS)
• Systems Manager Agent (SSM)
• Transfer Family
• X-Ray



Azure Services Checked

• Active Directory
• App Service
• Azure Policy
• Blob Storage
• Content Delivery Network (CDN)
• Container Registry
• File Service
• Key Vaults
• Kubernetes Service
• Load Balancer
• Log Alerts
• Monitor

• MySQL Database
• Network Security Group
• PostgreSQL Database
• Queue Service
• Resource Manager
• Security Center
• SQL Database
• SQL Servers
• Azure Storage
• Table Storage
• Virtual Machines
• Virtual Networks



Cloud Security Posture Management 
Approaches to securing the cloud

SaaS IaaS

Security Responsibility

CustomerVendor
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Protect the 3 major cloud environments with CSPM
The CSPM capability provides you with (for Azure, AWS and GCP):

Cloud Environment
Benchmarking:

Posture Hardening:Cloud Inventory
Reporting:

Assigns a cloud environment 
risk score to quantify how 
your environment compares 
to generally accepted cloud 
configuration benchmarks. 

Our experts work with you and 
provide  rich context and 
remediation / recommendations 
to close cloud vulnerability gaps 
and harden your security 
posture. 

Returns a complete inventory 
and categorization of all assets 
found within the cloud 
environment for auditing, 
monitoring, and executive 
reporting purposes.
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Key Features
Cloud providers have hundreds of services with thousands of configuration options. 

Our Experts work closely with you to identify and close security gaps within your 
cloud infrastructure, such as:

Servers that are publicly 
exposed to the internet

Unencrypted databases 
and data storage

Lack of least-privilege 
policies

Misconfigured backup 
and restore settings

Data exposure and 
privilege escalation

Poor password policies 
or missing multifactor 
authentication (MFA)



Part of Managed Risk; Cloud Security Posture Management 
(CSPM) performs security and configuration scans on your cloud 
infrastructure environments (such as AWS) to detect thousands of 
potential threats. This insight is used to produce detailed cloud 
inventory, as well as a quantified view of your cloud infrastructure 
misconfiguration risks.

Cloud Security Posture Management

ONEteam - MDR/MSOC plus ONEteam - MDR/MSOC plus



Managed Risk Architecture

Network Scanning

Vulnerability
Data

Nmap
Data

Network 
Inventory

Endpoint Scanning

System 
Vulnerabilities

Configuration
Benchmarks

Dark and grey 
web intel

Publicly 
Accessible 

Ports / 
Services

Vulnerability
Data

DNS OWASP top-
10 scanning

Cloud Security 
Posture Management 

(CSPM) Hardware / 
Software 
Inventory

Managed Risk 
Dashboard

Cloud Scanning

Internal External

ONEteam Security Operations

Digital risk 
data sources

► Customizes service to your needs
► Continuously scans your environment for 

digital risks
► Performs monthly risk posture reviews
► Provides actionable remediation guidance
► Delivers a customized risk management plan

► IaaS Configurations

► Vulnerabilities (CVEs)

► CIS Benchmarking

► Account Takeover data

Managed Risk Scanner

Secure TransportSecure Transport

Agent

ONEteam
MDR/MSOC plus



Re-Cap



ONEteam
MDR/MSOC plus

What is ONEteam MDR/MSOC plus?



Cyber Security – ONEteam Principles

The New Way:  Holistic Security Mindset
Proactive
Focus on Total Solutions
Gap-Based & Risk-Based
Spend less and improve security more 

The Old Way:  Point-Solution Mindset
 Reactive
 Focus on Individual Controls
 Fragmented and inefficient
 Spend a lot and not necessarily improve security



 Security Operations Centers (SOCs)

Managed Detect and Response

Managed Risk Services

Managed Cloud Monitoring

Cyber Incident Response / Forensics

 Vulnerability Management and Remediation

MDR/MSOC plus

Key
• Arctic Wolf + ASMGi 
• ASMGi

TOTAL SOLUTION:  
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Managed Detection & 
Response

Managed Risk

Proactive

Security Operations

► PROACTIVELY provides IDS, Dark Web 
Scanning, and Endpoint Intelligence

► REMEDIATION Including detailed steps, War 
Room Assistance, Required Reporting, and Root 
Cause Analysis Detail

► ACTIVE monitoring of Cloud assets and 
resources for misconfigurations and 
vulnerabilities

► ACTIVE scanning of customer entire network 
environment to achieve and maintain broad 
visibility of assets agent or agentless

► DETECTION of in process attacks providing: 
Notification and Escalation, GEOIP Information, 
and Containment

• PREVENTION of known attacks before they 
occur by limiting known attack surfaces

► EYES ON GLASS 24/7/365 Human monitoring 
of customer environments by experienced, 
certified and skilled security experts

► STRATEGIC Security guidance and reporting 
driving continuous improvement tailored to the 
specific needs of each organization.

► DARK/GREY WEB SCANNING for customer accounts that may 
have been compromised

► CONTINUOUS vulnerability scanning of networks and endpoints
► RISK QUANTIFICATION from external and internal networks 

assets, regardless of Arctic Wolf Agent installation capability
► REMEDIATION PRIORITIZATION Detailed correlation of risks 

The Complete Cybersecurity 
Operations Platform

ONEteam
MDR/MSOC plus



Continuous Cyber Risk Assessment

Point In 
Time Scans

Continuous 
Scans

Initial Scan

Initial Scan

Qtr/Yearly scan

Change 
Management

Remediation
Project

Traditional 
Scanning
Tools

# of 
Risks

# of 
Risks

Time

Time

Risks 
Growing

Risk

ONEteam
MDR/MSOC plus

If vulnerabilities are not 
remediated, Risk goes up 
continuously 



RISK = Likelihood x Impact
We Lower “Likelihood” by:
- Remediating Vulnerabilities makes “Likelihood = 0” 

and prevents an attack.

- Identifying Vulnerabilities continuously and across all 
modes - Account Takeovers, External, Network-
based, Host-based, and Cloud helps reduce 
Likelihood, and if the Vulnerabilities are remediated, 
makes “Likelihood = 0”.

We Lower “Impact” by:
- Identifying intruders quickly, anywhere on your 

network and assets, reduces the Impact of an 
incident.  The longer an intruder spends on your 
network (dwell time), the larger the Impact.  If the 
intruder is detected quickly, Impact may even be 
eliminated completely.

- Identification of Configuration issues in Cloud 
environments enables you to quickly fix them.

- Containment of the incident reduces the Impact of 
an incident.  We contain incidents both manually and 
using automation.

- Structured, rehearsed Incident Response Program 
(including table-top exercises)



Key Takeaways
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• Breadth of visibility is critical
• External 
• Agent/Host-based (includes VMs (IaaS) on any Cloud platform)
• Network Traffic Analysis
• Cloud (All major public clouds)

• To lower risk, you must remediate vulnerabilities!

• 24x7 Eyes on Glass is Critical

• Single pane of Glass for all Cyber Risks

• Practice Cyber Incident Response (CIR) so you know what to do if something bad 
happens! (Tabletop Exercise)



Q & A



800 Superior Ave E, Ste 1050
Cleveland, OH 44114

Phone: 216.255.3040
Email: sales@asmgi.com

www.asmgi.com

For more information:
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